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Q: What is a Break? 
A break is when an expected control that mitigates a risk has not been implemented. 

 
 

Q: How do I view all of my Breaks? 

Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Breaks’ OR ‘My 

Actions’ > ‘Breaks’ 
 

 
 

Q: How do I filter my Breaks? 
Select ‘Filters’ > ‘Add new filter criteria’. Once you have created all of applicable filters, 

Select ‘Apply’. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://itrc.ops.tiaa-cref.org/#/home
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Q: How do I save/manage filters I have applied? 
Once you have added new filter criteria, you can choose to save them for future use, by clicking 
‘Save Filter’ 

 
Give the ‘filter a name’, indicate if you want to default to these criteria for future use and click 
‘Save’. 

 
You may manage or delete any saved filters by clicking ‘Manage My Filters’. 

 
You may also reset your changes by clicking ‘Reset Default Filter’. 

 
 

Q: How do I view Breaks that require action? 
A Break will require action if it is not associated to a Treatment Plan, or when a Break needs to 
be closed. 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Actions’ > ‘Breaks’. 

 

https://itrc.ops.tiaa-cref.org/#/home 
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The Breaks are highlighted with color coding. 
Red Highlighting indicates breaks that are past due. 
Yellow Highlighting indicates breaks that are coming due in 30 Days. 
Green Highlighting indicates breaks that are coming due in 31-90 Days. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Q: How do I create a manual (self-identified) Break? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Resources’ > 

{Choose resource type} 

Enter the name of the Resource in the search field, and then select the Resource name. 

 
 
 
 
 
 
 
 
 
 
 

From the ‘Basic Details’ page, select the ‘Breaks’ tab and then select ‘Create Breaks’. 
 
 
 
 
 
 
 
 
 
 
 

 

https://itrc.ops.tiaa-cref.org/#/home
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You may now select the ‘Procedure(s)’ for which you need to create a break. Select ‘Create 

Breaks’. 
 

‘Confirm Break’ creation. 

Enter a description of the break, including any details which may be relevant. If the Break has 

Audit implications, choose that ‘option’ in the drop down box; otherwise, leave blank and 

‘Save’. 
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Q: How do I know what type of Treatment Plan I need for my 

Breaks? 
There are 3 different types of Treatment Plans: 

 

Deferred Break Plan – A Deferred Break Plan indicates the Break(s) which will not be 
addressed by a fix plan for more than 365 days. There is no minimum deferral period. The 
maximum deferral period is one calendar year. Extensions are available with the same 
maximum time period. For each extension, the break must be reviewed and approved for 
additional deferral periods. 
Note: Deferrals of breaks with a break severity of Critical will require L3 approval and breaks 
with a break severity of High will require L4 approval. 

 

Fix Break Plan – A Fix Plan outlines the steps to be taken to implement a required control. 
Targeted completion date must be within one calendar year of the plan creation date. If the fix 
plan can be started but not finished within the 1st year, a Multi-Year Plan can be selected. A 
Multi Year Plan may not last longer than 2 years. After the first year, updates must be added to 
the Treatment Plan to show the progress made. 

 
Dispute Break Plan – A Dispute Plan indicates the associated Break(s) are invalid and do not 
introduce risk. 

 
 

Q: How do I create a Treatment Plan for my Breaks? 
Start by selecting the Resource or Break for which you'd like to open a treatment plan. You can 
do this in three ways: 

 



Documentation: Break Treatment Reference Guide 

6 | P a g e 

 

 

INTERNAL USE ONLY (I) 

 Select ‘My Stuff’ > ‘My Resources’ > ‘My {Applications, Servers, Workstations, 
etc.}’ > Resource Name 

 

 Select ‘My Stuff’ > ‘My Breaks’ > Search by ‘Break ID (BR-#)’ 
 

 Select ‘My Actions’ > ‘My Breaks’ > Resource Name > select the ‘Break ID (BR-#)’ 
 

From the Resource ‘Basic Details’ page, select ‘Breaks’ tab. 

Under the ‘Action’ column, select the ‘Break(s)’ you would like to create a Treatment Plan for 

and click ‘Create Treatment Plan’ at the bottom of the page. 
 

Select the ‘Type of Treatment Plan’ you would like to create, and then click ‘Continue’. The 

available options include: Deferred Break Plan, Fix Break Plan or Dispute Break Plan. 
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Enter the details for the Treatment Plan you've selected, then click ‘Submit’. 

The following fields are required for each Treatment Plan: 

Deferred Break Plan: 

 Business Justification - This is a user provided description detailing why the break is 

not being addressed at this time. 

 Defer Category - This is a category related to the root cause of the Deferred Break 

Plan. 

 Defer Expiration Date - Defaults to one calendar year from date of plan creation; 

change to earlier date if the deferment is not expected to last one year. Leave as is if the 

deferment is expected to last at least that long. 

 Break Fix Cost - Drop-down list with dollar values from $10,000-$10,000,000. 

Because this is a required field, the plan cannot be saved without a populated value; if 

you     are unsure- choose any value and notify the BISO Team that the values need to be 

reviewed. 

 Estimation Method - Drop-down list with four options: Educated Guess, Budgetary 

Estimate, Vendor Quote and Other. 

If unsure, choose “Other". 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fix Break Plan: 

 Target Completion / Expiry Date - This is the date when you anticipate the Fix Plan will 

be resolved. 

 Fix Description - This is a user provided description detailing the steps to be taken in 

order to close the associated Break(s). 
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Details to include in the Fix Description: 

 The Description - Outline the steps for the recommended fix, or the reason for the 

deferral. 

 Dates - Must match Target Completion Date. When do you estimate the mitigation to 

be done? Or Key decision making dates. 

 People/Projects (if applicable) - Who is currently working on it? Who are you 

dependent on? In which project will the break be addressed? 

 Change Request or Demand Numbers (if applicable) - from Production Support, 

Service Now, Data Management Team, etc. 

 Break Fix Cost - Drop-down list with dollar values from $10,000-$10,000,000. 

Because this is required field, the plan cannot be saved without a populated value; if you 

are unsure- choose any value and notify the BISO Team that the values need to be 

reviewed. 

 Estimation Method - Drop-down list with four options: Educated Guess, Budgetary 

Estimate, Vendor Quote and Other. 

If unsure, choose “Other". 

Multi Year Fix Break Plan: 

 Target Completion / Expiry Date - This is the date when you anticipate the Fix Plan will 
be resolved. 

 

 Fix Description - This is a user provided description detailing the steps to be taken in 
order to close the associated Break(s). (Broken up into phases representing year 1 and 
year 2). 
Details to include in the fix description. 
 The Description - Outline the steps for the recommended fix. 
 Dates - Must match Target Completion Date. When do you estimate the mitigation to 

be done? Or Key decision making dates. 
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 People/Projects (if applicable) - Who is currently working on it? Who are you 
dependent on? In which project will the break be addressed? 

 Change Request or Demand Numbers (if applicable) - from Production Support, 
Service Now, Data Management Team, etc. 

 Break Fix Cost - Drop-down list with dollar values from $10,000-$10,000,000. 

Because this is a required field, the plan cannot be saved without a populated value; if 

you are unsure- choose any value and notify the BISO Team that the values need to be 

reviewed. 

 % Complete - This is plan completion in percentage, this shows plan implementation 

progress status. 

 Estimation Method - Drop-down list with four options: Educated Guess, Budgetary 

Estimate, Vendor Quote and Other. 

If unsure, choose “Other". 

Dispute Break Plan: 

 Reason for Dispute – (Document all the compensating control/alternate control that 

you implemented in detail):- This is a user provided description detailing why the 

associated Break(s) are not valid. 

 Dispute Category - This is a category related to the root cause of the invalid Break(s) 
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Q: How do I view my Treatment Plans? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Plans’ 

 

 
 

Q: How do I add breaks to an existing Treatment Plan? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Plans’. Select the 

‘Plan ID’ to which you would like to add Breaks. 
 
 
 
 
 
 
 
 

 

https://itrc.ops.tiaa-cref.org/#/home
https://itrc.ops.tiaa-cref.org/#/home
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From the Treatment Plan, select ‘Add Break’. 
 

You may now select Breaks you would like to add to the Treatment Plan. 

Once you've chosen the breaks you'd like to add, scroll to the bottom of this pop out box and 

Choose ‘Associate Breaks’. 
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After the Break association. This will bring you back to the treatment plan. Select ‘Save Plan’. 
 

 
 

Q: How do I remove Breaks from an existing Treatment Plan? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Plans’. Select the 

‘Plan ID’ you would like to remove Breaks from. 
 

You may now select the Breaks you would like to remove from the Treatment Plan. Once you've 

selected the appropriate Breaks, click ‘Remove Break’ and confirm removal. 
 
 

https://itrc.ops.tiaa-cref.org/#/home
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Q: How do I change the Owner of a Treatment Plan? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Resources’ OR 

‘My Plan’ 

Start by selecting the Resource or Plan for which you'd like to change ownership. You can do 
this in three ways: 

 Select ‘My Stuff’ > ‘My Resources’ > ‘My {Applications, Servers, Workstations, etc.}’ > 
search by Resource Name > Access Plans in ‘Treatment Plan’ tab within Resource 
Details 

 

 Select ‘My Stuff’ > ‘My Plans’ > search by ‘Treatment ID (TR-#)’ 

 

 Select ‘My Actions’ > ‘Treatments’ > search by ‘Treatment ID (TR-#)’ 
 
 

 
 

https://itrc.ops.tiaa-cref.org/#/home
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Under the ‘Action’ column, check the box to the left of the ‘Treatment Plan ID’ that you 

would like to change the owner of. Once you have selected the appropriate Treatment Plan ID, 

scroll down and select ‘Change Owner’. A pop up will appear with a list to select a new 

owner. Make sure to save. 
 

Alternately, you can make the change from within the plan itself by clicking the people icon 

next to Owner name. 
 

Follow same steps as above. 

 
 

Q: How do I change the Targeted Plan Completion Date of a 

Treatment Plan? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Plans’. Select the 

‘Treatment Plan ID’ in which you would like to change the date. 
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Enter a new date in the Targeted Plan Completion Date field and select Save Plan. 
 

Note: If you need more than 1 year to address any break, please create a Deferred Break Plan. 

 
 

Q: How do I close a Break associated with a Treatment Plan? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Plans’ > Select 

the ‘Treatment Plan ID’ associated with the ‘Break’ you would like to close. 
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Under the ‘Action’ column, check the box to the left of the Break ID you would like to close, 

then select ‘Close Break’ and confirm ‘Break Closure’. 
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Q: How do I close a Treatment Plan? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Plans’. Select the 

Treatment Plan ID you would like to close. 
 

If all associated Breaks are closed, you may select ‘Complete Plan’. Otherwise, you need 

close all Breaks or move them to another Plan. 
 

After selecting Complete Plan and confirm treatment plan closure, the Treatment Plan will close 

and the status will change to ‘Done’. 
 
 
 

https://itrc.ops.tiaa-cref.org/#/home
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Q: How do I add or manage evidence associated with a 

Treatment Plan? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > ‘My Plans’ > Select 

the ‘Treatment Plan ID’. 

 Select the ‘Break’ for which you'd like to add/manage evidence. 

 Click icon to far right 
 

You will see two icons in the middle of the pop out box. To add evidence, choose the ‘upload’ 

icon. 
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Another pop out will appear with a drop down menu to choose your evidence type. Choose 

‘Text’ to enter only text. Enter text. Click ‘OK’. 
 

To add attachment, choose ‘Attachment’, enter your ‘Evidence Text’, and click ‘OK’. 
 

To manage existing evidence use ‘Action’ column 
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The cloud icon will turn yellow on any treatment plan with evidence attached. 
 

 
 

Q: How do I change a Treatment Plan type? 
If you previously chose any plan type and wish to convert the existing plan to any other plan 

type, you may do so pointing your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’ > 

‘My Plans’ > Select the ‘Treatment Plan ID’ on which you’d like to change plan type. 

Select ‘Change Plan Type’ 
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A pop out box will appear, where you’ll choose the ‘Plan Type’, then click ‘Submit’. 
 

Then follow the steps for that plan type provided earlier in this document. 

 
 

Q: How do I extend an expired Treatment Plan? 
Point your browser to https://itrc.ops.tiaa-cref.org/#/home > ‘My Stuff’> ‘My Plans’ > Select the 

‘Treatment Plan ID’. 

From within the plan itself, choose ‘Extend’ 
 
 
 

 

https://itrc.ops.tiaa-cref.org/#/home
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A pop out box will appear, choose a new date (maximum of one calendar year from date of 

process) and enter the ‘Reason for Extension’. Click ‘Submit’. 
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Q: I am unable to extend a ‘Fix Break’ plan 

 
A fresh fix break plan can have a timeline of up to one year. This can be extended to another year 
only once for every fix break plan. Once the extension is past due at the end of the second year, the 
'Extend Plan' button will be permanently greyed out and the plan type must be changed to 'Defer' 
plan. 
 

 

Q: I am not seeing the extend plan button to close a ‘Past Due’ 
Fix Break plan 

A fix break plan can only be extended once, please change the plan type to 'Dispute' and update the 
description accordingly. 
 

 


